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ABSTRACT 



PROBLEM TO BE SOLVED: To make flexible and independent access between 
directories in a hierarchical directory structure. 

SOLUTION: For directories 11 and 13, security properties 11A and 13A, 
security statuses 11S and 13S, inheritance masks 11IM and 13IM, and open 
masks 11RM and 13RM are prepared. In the security properties 11A and 13A, 
in what security statuses 11S and 13S the directories are allowed to be 
accessed are defined as to respective access right levels. The security 
statuses 11S and 13S show what kind of key a person inputted for 
authentication to try to access the directories. The inheritance masks 11IM 
and 13 IM prescribe what bit can be inherited when the security status are 
inherited from other directories to their directories. The open masks 11RM 
and 13RM prescribe what bit can be inherited when the security levels are 
inherited from their directories to other directories. 
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I-g^^: SR L,./c t ^ ^ U r ^ f - ^ X i , MiB-fe* 
\&<Dt ■< U£ h y©-lz** 'jfv*r-£X£g 

-x fife©? 1 -* 1^ h y©-fc^ 'jf^ ^f— 

fiFK<fc©7W h y©-fe* *y>wx 

x^icttEShft^cc^abfciiPS^tft, mars 

©jss©»ssi : »©*s 

SCtS-^T, jtJES&GT^STV U£ h y©7*-fe 
^*»^*^5^*^TS7^-fe^»JffliaJi«:flli 

^>t'a-^f-< v$ ^ , ;7^-texsiifBv^7'A 0 

B9ie»iS*8aiSR^, f5fS{6©r y U £ b y ©-fe* a'Jf 

U'C^Z>t-< U£ h y ©■&*:* yrw Xr-£XCGj^c 
SttaM^llStt©^*?-*.. 
[»*3S3.] SGR©^ h y©£*fcWL,r, B 
fiEjBa*fi»Ufc-fe*aUf -/Xf— ar^i, f«B-te* 

^ f- ';^©7^-feX^:^T^SStfc-te^^ T ;7-^^ 
lit, {mr< l<ZbV<D*** l )T'iZf*-%Z*& 

©*fl=*«3£ L fc*»^ * 5 1 4* b tc 3 > fcT * - jr > 

•X.ffe©-r •< U£ h y©*** 'Jtw 

5ii£<Lgtc. M!Bf&©r y U£ h y©-te + a'Jf^ 

r~£x©^fulB»-@LTt>5rY u^-h U-<D3B»v 

buSB#BOT(,>£t% U£ h y©7£-feXtffi3RS3hfc 
<ttcc> MI£if@L-rc^r a h y ©■&+:* 
lift i -fe * .a y f- ^ r- £ * £ ©m£©!ilffifSI?©*£ 

■^tca^u^c. ffgB*gor^5r h y©7**tr 
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* sJf 3 tf>5rt> £ *3£r * 7 * -fe ^»?ffll^ f 7 7'L 
HBfe**fi|lil/te^** yf.YXf-^i; miiB-fe* 

A yr^^^*x^£©<t:^ftrtg-c*ntf&f s y u 
/7 h y;^©7*^x4S*r^*afe0fc**iy^Ylll_ 
tti, ftfeCDf'Y b^ h y<D-fe**JJ> ^f-^feg 
Vt> f y^W^.yr^f-^^iSt^i?. 

20 ^aH^asbwift ^ l tea > - ar v 
^gorc^^.Y f yco-fe+p. y^<^f—*x 

ffiOrY h yo-iz + Ayf-Y^^-SXiai* 

trc^y y b^ V y ©Hz* * y f y xf—*x 

«WB»gttt>Sf r Y h y©7^-feXj&?B*Stifc. 
[81*318 ] IJEaVt:*-*^^-^ Sf^ U 

^hyecBLr, gf'Y h y 'Jf^f- 

mflBM^SJgUx ^ rftK 1-fIBfScDr y ^ h y o-fe* 

a.yf^t-^on, ®riBffi©y r Y h yos 
BB^^^5c^t/S^mffi»a'i/t:c^'f y h y© 

istavcvsfv b^ h y©-fe*» yf^f-^ 

[000 1 ] 

so -smfsia^iiw ( r -r u ^ f y ) -^©t ^ -fex^iffl-r 
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[0 00 2] 

<j ) *satt««rt«: j&ai, . t a u * F y *c <t o tetiff 

fB4!Bi : LiJ«l/T#fflLri»5. ##(0? 4 Is 9 b y 
3. 5£Aft, S2BJiO*577-f^5<D*iC»3B 

l (c^d^r . 77^nii7T-f^3, 5<£D 

±&T'& 0 . 7 r -i )ll B 7 T 4 ^ 5 £ 0 Tfir **. 

*fe±ti©7% h '/B hr u£ F y j iff 
&ft£, t'SLT^Sf-f U£ F ytcSSfcACDiU- F 
F f ;^60ilSB (tw F *)<Dim) * 
QsggL/cTV U£ F;y© F^*j iflf-Ss. 0J*«EI1 

5 - 7 7 -ou7 j r$>;£ 0 

[0 004] Sr. nVfc-jL-iJi/^fACD— flltC 1 C 

-Yimh'tix^ufi, fttt<D/B& (ma « 

I C 27- F *>*D6ftT *BWWJBS I 

c*- Krttctt. s*Mam^cj5i«i©f r -< f y# 

«S3ft5, WlxB, HlCCfel^r. AttCD^-fc'XK: 

(CftfflT * tceb i C 7 7 ^ 5 ? ft £ . 
[0 0 0 5 ] ^SWMfflS I C*- FVB. ■ JftMMK* 

y «c « w r * -fe ^ -r * c i a*?* , <6*±cDif - v *m<o 
: ?4 \s% f y*cB7*>fe;*-c#&c><fc^ §ttRo*§v 

[0 0 0 6] r ^'-fexfli^Wffli-rsffijfe^fti ur , 

@W©*fe**Ur-f Wttl A, 3A, 5A, 1 ARVt 
-t-a 'Jf ^Xf 1 S. 3S, 5S, 7S£^5£l/ 

ianL^s. r^42^%.*-r3&>5^s:«a)&*ffi*s»i?)ft 

"CI**. 

10 0 0 7 ] T&*>*>, Biowttt. u# F y 

i, 3, 5. 7<7>fe+* yfwBlttl A, 3A. 5A. 
7A5CB, 7«]89©T^-fe^*#*- CP 1 j - TP 
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7 J StnSJJiJClV- F*- TN I J> TN7J <D&* 

ffir*S3W5^3& s a5ESft'Cc^. rr^-fex 

*(3!)7^'fe^CCfi6ffl3ft : Sv^> ^fcf^ffi 

[0008] ancsufcWrtt, 7 7. ^jh 
-ttJM r p 1 j "ecffl r 1 j jjJsassn, tii<D*-9ffltc 

Bffl r 0 J 3&sS3e3ftrir»S. CftB, 3S^7^JH 
lslsh?<t U# h U tr47 n^37> F : *»b 

7 r«c4jws*-«sd r p 1 j 

20 ^tt3*57^^a^*-"4A*l/rBffi*}7^ 

i. SK7-7^;HKStrs riijoj 

3ftSCi*Kft*i"5. 7 7-Y;l/7CD^^^yf* 

r p 2 j t r n 1 j tcfi r 1 j 
ft, fi6(D*-SB9{c»ffl[ ro-j #9Cfc&tix\,*&. eft 
B, 7 ^;i/7 6c*j»«|+-W« rN 1 j 

Sy-F*-*J*% % *0 TP2 J BgWS7*:fe'X3 
***-«r^vi/>4fflt>r. Stt7 7^ii/7**U 
30 > Ft"^ h yi-rS7y-fe^av>F**Ufca* 
*W V *^aD5B TP2J <D7'^-fe^3***-*A*l/ 

^ftnjsftscttsctt-rs. 

[0 0 0.9] ^-f-fUfF'J 1, 3. 5, 7©-fe**y 
"T4*T-~$7s\$ K 3S, 5S. 7 SB, ^(Dj 1 4 is 

>?\ yi^u^F^-r u^Fytjrs7*-i2^*Hits-r- 

40 ~dr-X5 SB, ^"^8iJ TP ! j fcHLrtt r 1 j . 

S^ft. ffio+^ftMccHLrffliroj **i8E3ESftTC> 
a, cftB, ^-as"j rp rj &cpsa-r^7^*te^^» 

[0010] -f u b F y- 1 . 3, 5, HC^XQ 
7 ^ -fe X *©90ffl!B , Sf -f . U ^ : F y + * y f - -f JR- 

tti*.+* y^^x^-*^<t©afta«»ccj:oiT9. 

«, y^-fJUtti-fe** y^<xr-£X£<Dli& 

iia^rtt^br. C©liaao*i©fflft5!P©^? F^ 
so r i j r*ft*i (BT-Sfc. -i2*>a y^-zHtt-c 
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'/r SCCtt rp 1 j ©tr? He r l j ffi 

it o x & o 0 . r p i j ©^-rt^JEWrbfir 
U£) . ***yfwl»t4l A©/iISQJ KBB-r*tv 
rjaj-efc rp i _ ; ©t*^ htc r i j #&ori>£^6v 

\,s \ y-©7*-fe**ijM;Mz+* yf-'^mtti-fe** y 

4$c2S^t>Tfrb*iS. it) 
[0 0 1 llSCC. &%>T l 

ix£ h 'J^^^lf-/ U£ h y 41**7 ^-feXKWL 

^^t>Ff-f u# h y i*ragfjo7>-fe^o-fe** 

77-0^5) ^L/>hf^ h 'J 4*f 

(07 ?**cmorj-^UcS»*u> Ff^^hy 

©# U> hrVu^ h y©^*X±©i:9±&<Dr ■/ U£ 
h U (WAS*. >7^H ) £2;U>h?".< U£ h »J4 
f 5S2©7e-fcX6C4dfef*^»±ffi©7* a 'J 

oCCDBL/tjaiL-t/c-fe-** 'Jf a Xf-^X5 S r l 0 
0 0 0 0 0 OOOOOOOj f)K »2<D7^-bXCC4j 
(j^7 ^ I GHz*:* 'Jf-f Xf-^X 1 StCZOt 
$m&$tl, 77 -OU©-fe** ';?^f->X 1 s 
4>r 1 0 0 0000 0 0 00 000J 4 St*. 30 

[o o i 2 ] t©j:5tc % fcSfw u# h »;©■&** y 

rmcc tict) ffi'jmttfr hx^foh. 
[o o 1 3 ] mutt, mi r&, 77^5©w a 'j 

i s&m&ztix rp i j ©try h r i j #4-3 40 

ri»*.'t©J:5fc«*#£DTt>. 01©0lJ©i§£fc: 

77^1/1^*.* y fvistti at» rp i _; © 
£7 h«: i") » #iLor^&t^©r v -77-OHfcBfll, 

TttfnI(D7^-fe^fcS*nIS*lC:t^. b#>U fcL^^7 

r -ou i y r vJitt l a© riiftij © rp l j 

©£ ^ hiC - 1 j #»£3nri, ±IB*t3Sfc 

±ot, 7 riijjoj ©7^-fex^pj 

.x'jf-i jst4©iftfficD{±*Jcj: or , ffi©^ ^ u $ h y 
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KtW>o/cHt, (6©?w M;©*-l/*>fci 
[0 0 14] 

t4©Bftfg4t/c! mtzhfA \s$ hyr$x7?-bz 
u*>*ii6ai^«:SPtLT. *©^*sr^-fex{yrtta-6 

[0015] Witt. H 1 tc*yl^r , 77^ 5 .«©+ 

-a^fjrpij ©*-*A^T7 7^5teoi>r 
riiDnj ©7^*xs:»pi3.nfc#3&«, 77^ 
5©iiT5c^o^f r ^ i/^ h y. ^)xtt7 7 -Y;U7^ii 

JjtJOT, C©7 7 A frl fcfflbX*r~W:§ T P 2 J ©^ 

fcftK:*© TP2j ©*-4A#bfc£TS. 1*44. 
C©77 ^^7Ccg8UT TP2J ©*-3WA*3tlfc!fe 
77 >f;l/7©^^X±(c$>-5>7 7 JfrbPyTsOl 
l ©-fc*^ yf ^xf-^xic^snr, 77>f^5 

*7 7^H CD^* *'Jf ^Xf- ^ X^#31#^5 S 
\ IS' ■CSTJ:9ec*-a8!|JP2 j ©e 9 
r 1 j *«fi:oc.4«:fts. *©ft*. **»nIl/rB^ 

$n^©r. w*tt7 7^iui©srF«:*aft©7 7-{ 

;V 3 &c*f f 4 4©7 x ifcrarefeic 4otW 

h y^ v e©7^-fex©^iitt47^-fex©ffiStt4^ 

[0 0 1 7 ] ^aW^JfflS I C*rFt!tt, a-— sfftKi. 

c^-Frtecs^-tfx©-? 1 -/ > y«:ft'flfra#ft 
4 or, a-tf3W^<o^-t:x©*ijffi*i(»r*ia5k . 

aR*tt& f©*«: J:oriittiLrcK4i^ 

ffi©^ttoDr-< h ykfer^-fe^r#&«fc9«: 
[0018] St^r, *«W©BfB«. BHttO^^ U 

^hy^ii^.^r, r a ut> b yia©7^-b'x©fflia 

[0019] 

.^©•f-f h yr^-fexftpi^^Att, ffiSt©r^ 
h y©&*cci»0T\ BBE*s**SE*Lfc-fe** y 



fcrtgT*fttfafv k£ F y^<D7£-feX*BF-f*>4 
^ 'J t a xf-n^Sr -{ h 'j<D*fc^ y f ^ x 

-I s a 'Jfw Xf-^\ {&£>r -v f yo-fe** y 
r^X7^£X*$*§te-5t#tt:, ffiCDfw U£ F 'J 
o!)^a yfv Xr-£X£>*>^ ^SOTl^r^U 

2x&«*Stf-5 B ^LT. SfSLTt>&7w F y 
<D7 2H2Xj&SB#Sftfc£#«:. %mbX^Z>TA V>? 
\ yo-fe + ^ y ^-^Jltti-fe+A 'Jr y xr-£x£© 

[0 0 2 0 ] t<D^Xf-A«cJ:tt«. «8*v.X20C»3£ 
b^K^T, ffccorw U£ F y^eir-/ h 

*b&C>J;3fca^-*C£tr*4. C(Dii7X^7 
KiS*#«»«:J:>). *wU*FyflB©7**X©» 

^r. gf i- f y (D-fe*^ y xf-£x£ftfe© 
■f .< f y©-fe* * yr H*T~$^mm-%t$ 

r. ffiSSOffli^a. ffe<or ^ u ^ h y.<o-fe* * 'Jf^ 
f— *x©5%* ^mk<DTi\s? F ytD&gjjvx^cc 

[ 0 0 2 2 ] I C#~- FiCfcW&fv U# F 

y©7^-fe^t!iaitc»a-c*s* v ica-Ftwi-oa 

[0 0 2 3] *aiB4SU6'*"S7c«>©n>tra.-dfyn 

^Mt fwx^MxFu~>\ ^awfc-rf^yfcjctf 

[0 G24 ] 

i FKfettaBJifw U^ 7 F y©7£-feXffll 

[0 0 2 5 ] 3>tr J L-^(DEtft«J|li*Ctt0»©7T^ 

-OH K i 3©*%JtifflL-C7SLr^3>. {Eot, B 
7 >OH 1 ©EK-tftecW:, B^L&^B'J© 
77-fWSai»*t ( ±{4? 7 -OH lCDiSTCc 
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[0 0 2 6] *-Krt(D7r-fJH K 1 3 

1A, 1 3A<tiz**yfwXr-£Xl 1 S, 1 3S 

3 6«C- V (inherit) vx^l 1 I 
Mv 1 3 IMi,.&H (release). 7X^1 1 RM. 1 
3RMi?:SK:Wra. cn6 2g^vx^ 

10 ^f^u^h yrarto'**a.yf-^^f--*x0iBi** 

t<£t>U SttoTVTti:^**, c<D^*«c»i 
9*A*f v Tfi7 7 >OH 3£#U> Ftw fy i 
•#5 7 * * X-CteL fcTtt^ r 4 ;H 3 CD-fe* * y r 
-fX^XlSSil CCDTfi^T>f;H 3©^±CCft 

£±{i7 r ;v 1 1 * * u > F 7= w u f y i f s 7 ^ 

[002 7 ]g77.^1K 120l8^vx^lll 
M v 1 3 I Mfci, ffe7 t Y ^?>S7 7 A fo^t -fe+o. 
yr-/Xr-^?ri{*1-^^, ffi^y-f^O-fe* 
Ayf-^Xf--*^{C}SbTaffl-3jhSv^^"C*S. 
W*{f. 0 2CD^Ttt±{47r^Jl/l KD^vX^I 
l I MB*-«89 TN I J <DVv blCCDfr f I j j&JSEo 

t^O, fS©*-«8(©tr? Hi±r r.oj r**.. c 
ffe07T : ^;Kf?a«T{4^r^^l 3) ftbC 

r-f ^©^f—*^© fN 1 J ©tf9 F"*i r 1 j T&ft 
tf, g^y-OWX^-^XO TNI j OfcT^ Ft 

r i j 'tea*) , fl6©*-a»j©-tr? f$j»»03Qci> 

[0 02 8 ] 1, I 2(Dfi^v^^ I 1 R 

M, 1 3RMIJ; §7 7 *OH 1 , 1 33&>fefl&7y-/;V 

;vcz)-b^^ yf- x 7^- * xcc*f ur are s *i * 

rab -5. H2" (C>W"CfiiTffi7 7 -OH 3©** 

vx^l 3 RMtt^-agO rN 1 J <Dtf? FtCCD^ 

^7^^ (Sfx^J:{l7 7YJH I) ^c-fe**yf-Y 

■Jr ^Xf— ^^©5fe*-a»J rN I J <DV? b<Dfr 
ZMTfrb (o^D v S77^H 3CDXr-^X 1 3 S 
so <D r n l j cd^ y F^£ r i j 7 -f 



(6) 2000-155715 
9 10 

u (ot 0 , g7 7 ;H 3<DXf-*£X 1 3 S£> TN 1 Of^ U£ h 'JOtta Vr -f Xr~£x&$#iT£ 

ntt r 1 J lc&6&i>) Ci«t^ 0 -fex# 4 ^CDfw U£ h yo-fe+a 'Jr Xr-£x 

[0 0 2 9 ] -fe^^ yf *r-*X©«S©fWffl£:f 

r^2<Dr Ui? h VO-fcr^jx yf -fXr-£xj 
^ r»l Or -y U£ b 'Jf-f Xf-£Xj AND 

fMSl®T4l>2b y<D&M^X£j AND 

r$2©f^ h y<o«*v^^j 

iCj:^TW»r^c -€*LT, 7^X$fflJ:/n-feX7^ ^(OM^'if^r-^ 1 3 St* r 1 1 00000 
COmZ.OfH Is 2 b yCDfe** yfw Xf-^.Xi-fe 1 0 0 0 00 0 J 4&oTl*S. C^Tfi^r-fM 3 

ur ^iittt*. ae^sjRiHatca&atwrsc &c7^xLTi^<D42*^y7vxr~2xi 3S£ 

[0 0 3 0 } B2<D04t?«* Tfi77^;H 3* . lOWa'Jf^f-fXl IS*, 

= !Ttt7 7-f;W 3©t + a y Xr-*X I 3SJ AND 

'"TfiL^r^iH 3©4yS8v** i 3 RMj AND 

r ±{4^7-Y^l lCDiK^vx^l 1 I Mj 
= : 1100000 1 0 00 0-0 0 J AND 

T0000000 10 000 00J AND 

r ooooooo iooooooj 
= roo oo oooo i ooooooo j. 

tr? HJ t T{47 7-f;H 3<D&BB"*X? 1 3RM4± 2rD©vx^©S3S*i5*«:iH*'6b , &4C 4T, Utt 

fu7T>f;n i<D«i*v^i; i i i M©s;£r r i j # i^^ h.yfflrr^-fe^(Dttatt**i;3#sc : i 

<&r&£ = c^ur % ift7 7 ^n lo-t^yr^ 30 tf. fikor * h yj&&7*fcxsfrswtBtt*tS* 

i Stt T0000 0 00 0 1 00000 CtUcUii^ a2<DT&77 -OM 3€>J:5fc v St* 

00, 4«t£. B2 4>WC», Jba^rYJH ^ U^h y©8*vx^l 3 lM*^t f0j.K:K£L 

^yr-fjlftl lAttt, £*OT^-feXtll/^;V«:ot» TfctftiiK *fc, Sfw U£ h y^6fSr -/ h 

+ f N 1 j (DfcTv hCC r 1 j *Sfi,TC>ft y^CD7^X<DnJiBtt£*K Lfcl4«^tt,;H-2©J: 

4«ias. [0033] *^<D-f&m*i-mibit#. 

[003 1 ] feu. Tfi7 7^H 3 0Mv^ ±K<Dgai*IB«*< ; « 

* i 3 RM4±ft7 7 -OH 1 ©f&Ptvx^ 1 1 I M© *»W*att§IJBg»R:©*HS-rs«trtttt 

>3W£&t^ rp 2 j ©tr^ hcc r i j assises fir 40 i». ft^r, ±i^*^«^(d«^&^ 

o^a, Tffi7 7^H 3*>6©«««CJ:9±ffi7 7-Y rfc**r&t4#r#5. JJE**»»t?tt 
;n lo-fe^^ yfw xt*-£x 1 1 srtt rp2 j 1 ocof"^ b vie 1 ocd8I*vx^4 1 ocd^v 

b > KC r i j fet, ±{4^7 ;H 1 + A y x^mtUA ffi<DHlBB«4LT, \ ^><Dt< t/ 

7--f«tti lAoriijuj offl4HK-j-4c4cca:s© 3? h ysc, ifif" ^ u ^ h y t<Dm<D$m'*cmt Zfflfr 
vi 3 *i * c 4 cc 4 a e pg*r a »y©«r* v x ^ sc;<&gg ^ x ^ 4 *fflaw: 6 
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